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http://flaws.cloud/
https://github.com/nccgroup/ScoutSuite
https://github.com/nahamsec/lazys3
https://github.com/NetSPI/MicroBurst
https://github.com/cno-io/nimbusland_lambda
https://github.com/RhinoSecurityLabs/pacu
https://www.shodan.io/
https://github.com/toniblyx/my-arsenal-of-aws-security-tools
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1.  https://www.crest-approved.org/wp-content/uploads/CREST-Penetration-Testing-

Guide.pdf

2.  https://www.owasp.org/index.php/OWASP Testing Guide v3 Table of Contents

3.  Penetration Testing Execution Standard (PTES)

4. http://www.vulnerabilityassessment.co.uk/Penetration%20Test.html

5.  https://www.youtube.com/watch?v=ge6glkb3nXE A Penetration Tester’s Guide to

the AzureCloud

6. https://labs.mwrinfosecurity.com/assets/BlogFiles/mwri-a-penetration-testers-guide-

to-the- azure-cloud-v1.2.pdf

7. https://vimeo.com/214855977

8. Gone in 60 miliseconds aws

9. https://rhinosecuritylabs.com/aws/aws-privilege-escalation-methods-mitigation/

10. https://github.com/dagrz/aws pwn/blob/master/miscellanea/Kiwicon%202016%20-

%20Hack- ing%20AWS%20End%20t0%20End.pdf

11. Daniel Grzelak AWS Account Backdoor, Daniel Grzelak AWS account post compromise

12. https://medium.com/@cloud haxor/enumerate-aws-account-ids-and-iam-resources-

€374843cfdf4

13. DEF CON 25 - Gerald Steere, Sean Metcalf - Hacking the Cloud

14. https://www.cyberark.com/threat-research-blog/cloud-shadow-admin-threat-10-

permissions- protect/

15. https://gbhackers.com/cloud-computing-penetration-testing-checklist-important-

considerations/

16. https://www.cloudconformity.com/conformity-rules/

17. https://attack.mitre.org/wiki/Lateral Movement
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https://www.youtube.com/watch?v=LufXEPTlPak
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18.

https://www.blackhat.com/docs/us-16/materials/us-16-Amiga-Account-Jumping-

Post-Infection- Persistency-And-Lateral-Movement-In-AWS-wp.pdf

19.

20.

21.

22.

23.

24.

http://www.chrisfarris.com/post/lateral-movement-aws/

BSidesSLC 2017 -- Bryce Kunz -- Pwned Cloud Society

Blue Cloud of Death - Red Teaming Azure

https://www.microsoft.com/en-us/securityengineering/sdl/howto

AWS ELB neglecting internal server TLS certificates

http://www.irongeek.com/i.php?page=videos/derbycon8/track-3-16-cloud-forensics-

putting-the- bits-back-together-brandon-sherman-
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